
Application Aspects
Modeling Cascading Failures in Interdependent 
Communication/Power Networks
�‡ A communication node fails if

�‡ it is no longer in the giant connected component of the communication network,
�‡ an associated power node or line fails
�‡ it is the target of a cyber attack

�‡ A power bus or line fails if
�‡ its associated communication node fails,
�‡ the DC power flow through a line exceeds the capacity of the line (does not apply to busses) 
�‡ isolation from all generators occurs

Problem Formulation
Given k, identify k nodes from the communication layer such that cyber attack on these nodes can 
report an altered power topology (i.e. that transmission lines have failed), undetectable by state 
estimation, such that the largest cascade will occur
1. in the entire interdependent system, or
2. in a specified layer, power or communication

RelativeEigenvectorCentrality
Let G bean interdependentsystem,with powergrid P andcommunicationnetworkC. Let C be the
adjacencymatrix for the communicationsnetwork. Let B be the matrix giving the connections
betweenC andP. Let c�¶betheimportancemeasuregivenfor thepowergrid. Define
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for each communication node u. 

Relative Closeness and Betweenness
Relative closeness: For each communication node �Q�Ð�%, let
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Experiments
Vary numberof failed communicationnodes,comparesix selectionschemes: relative eigenvector
(REIG), relative betweenness(RBET), relative closeness(RCLO), random(RAND), single max
degree(SMAXDEG) andsinglebetweenness(SBET)in IEEE14, 57, 89, 300bustestsystems.

Other Results
Optimization problem formulations and solution algorithms for identifying critical nodes in
interdependentnetworkswith deterministic andprobabilistic cascadingfailurepropagation.

Methodological Results

Traffic Systems

Power Grid

Understanding �³�+�X�P�D�Q�9�X�O�Q�H�U�D�E�L�O�L�W�\�´
Conducted the initial survey: the question asked to all participants was,
�³What could go VERY wrong with the systems of the [fill in the name of the system the 

respondent works in (power, transportation, or communication)] industry and how would people 
�L�Q���\�R�X�U���O�L�Q�H���R�I���Z�R�U�N���U�H�V�S�R�Q�G�"�´
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Network Vulnerability
�‡ Assessmentof networkresiliencyandvulnerability is animportanttask;

however, this task may be rather challenging for interdependent
networks.

�‡ A major approachusedin our project is to find the most vulnerable
(critical) nodesin thenetwork.

�‡ Resultsmaybenot fully realisticwithout consideringcascadingfailures
or self-recovery.

CascadingFailures
�‡ Failuresof elementsin onenetworkcanpropagateto elementsin the

samenetworkor in othernetworksin a cascadingfashion.

Self-Recovery
�‡ Networkscanselectsomenodesto substitutethe attackednodesand

partially recoverfunctionality.
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Lemma: For any choice of k communication nodes, there exists a corresponding choice of 
false data to affect an unobservable (according to state estimation) topological attack on the 
power grid.
Theorem: Let �0> 0. For objective function targeting either entire network or a specified 
layer, there exists no O(N1 - �0)-approximation algorithm unless P = NP, where N is the 
number of nodes in the interdependent network G .

Theorem: Consider inhomogeneous eigenvalue problem, 
Let A be an adjacency matrix corresponding to a connected, undirected graph GA ; let ���¶be 
the largest eigenvalue of A, and �> 
L �s. Then
1. there exists a largest real inhomogeneous eigenvalue �ä�ñ
P �ã�ñ
P �r�ä
2. if �>
Q�r�áthe inhomogeneous eigenvector �[�¶corresponding to �—�¶��satisfies �T�ñ
R�r�ä

Corollary: In an interdependent power and communications system, the relative centrality 
vector c exists and is nonnegative.
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The traffic system is a typical interdependent system, consisting of three major interrelated 
components �±facilities, users and managers.  The state of each component depends on the strategies 
or the performances of the others. Under such highly correlated dependences, the traffic system 
evolves as a complex unit rather a combination of separated unites. The resilience of the traffic system 
also, to a large extent, relies on the systematic interdependence.

Our work primarily investigated how a traffic system evolves after a major disruptive event such 
as the collapse of the I-�����:���0�L�V�V�L�V�V�L�S�S�L���5�L�Y�H�U���%�U�L�G�J�H���L�Q���0�L�Q�Q�H�D�S�R�O�L�V���L�Q���������������:�H���F�R�Q�V�L�G�H�U�H�G���G�U�L�Y�H�U�V�¶��
responses to such events and examined the properties of the flow evolution. We then explored traffic 
management strategies to induce the system to evolve to a more desirable state. 

Due to the potentials in alleviating traffic 
congestion and making the road infrastructures more 
resilient, congestion pricing has attracted widespread 
attention in recent years. Many previous studies 
investigated congestion pricing using static models 
based on stationary equilibrium traffic states. Our work 
concerns pricing road networks under day-to-day traffic 
dynamics, which better captures the interdependence 
between the road felicities and users.

�x We mathematically proved that variable tolls do not necessarily perform better than fixed counterpart.

�x Strict conditions and its behavioral interpretations on when the variable tolls perform more effectively 
and when do not are provided.

�x Series of approaches dealing with dynamically Physical systems, e.g. linear approximation, orthogonal 
decomposition and asymptotic analysis, are introduced.

�x Our derivations are extendible to other rational behavior adjustment processes, which all result in the 
same conclusion.

For a more environmentally-friendly, reliable
and efficient grid, this distinctive study
demonstratesa combined effect of weather
conditionsand distributedgenerations(DGs)
on the availability of the power systemin a
region.

Regressionanalysishasbeendonein order to
analyzethe effect of eachweatherfactor on
thetotalnumberof interruptions.
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Figure 1. Most frequent issues with the systems of the transportation 
industry according to respondents in the industry. (n=12)  
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